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Questlon 1: Based on your experience, do you conslder that the e-Privacy Directive objectlves
have been achleved? More partlcularly:

not do not

significantly moderately little
at all know

Full protection of privacy

and confidentiality of ®
communications across the

EU

Free movement of personal
data processed in
connection with the
provision of electronic
communication services

Free movement of

electronic communications . ™ ™
equipment and services in '
the EU
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Questlon 1 A: Please speclfy your reply. You may wish to focus on presenting the reasons why
certain objectives were achieved/not achieved, please also consider whether factors other than the
e-Privacy Directive influenced the outcome.

Text of 1 to 1500 characters will be accepled

With regards to the ccokie policy, objectives have been achieved in as far as
there is now more information available on the web from individual websites.

But 1it's not consistently presented, and the public don't read coockie

From our research, of 116 people asked, 52.6% said they find cookie messages
nnoying”, 44% said they don't take any notice of them, 1.7% said they thaink
e a good idea but don't read them and 1.7% said they think they're

r
important and usually read the associated privacy policy.

Our own survey of 999 small business websites in the UK revealed that only
s

26.4% of them included an obvicus cockie message. Privacy is of the utmost
importance online — but perhaps the "cookie law" doesn't guite achieve the
desired result.

Meanwhile the rise in "re-marketing" means that data is increasingly being
shared across ad networks / by large web organisations with no regard for the

ept in rules around this.
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Questlon 2: Have you encountered problems In applying/understanding the rules (In your role of
provider or as Indlvidual)? More In particular In relatlon to:

Yes No No opinion

Notification of personal data breaches o
Confidentiality of electronic communications °
Specific rules on traffic and location data e
Unsolicited marketing communications sent and ®
received though the Internet
Itemised billing of invoices @
Presentation and restriction of calling and connected e
line
Automatic call forwarding e

)

Directories of subscribers

Questlon 2 A: If you answered “Yes", please speclfy your reply.

Text of 1 fo 1500 characters will be accepted

Businesses developing their websites don't understand - or have time to

understand — how cookies work and need to be used, so they're relyving on their

webh developer (who 1

w

n't a legal professional) to advise them about
regulation. Meanwhile, there are often still unknowns arocund whether the

a
default should be opt—-in/opt-out for different kinds of marketing.
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Questlon 3: It is currently up to Member States to set up the national bodies entrusted with the
enforcement of the e-Privacy Directive. Article 15a of the e-Privacy Directive refers indeed to the
“competent national authority” and, where relevant, “other national bodies™ as the entities entrusted
with supervisory and enforcement powers in relation to the national provisions implementing the
e-Privacy Directive.

On the basls of your experlence, did the fact that some Member States have allocated
enforcement competence to dlfferent authorltles lead

s ; not at do not
significantly moderately little
all know
to divergent
interpretation of rules in e
the EU?
to non-effective ®

enforcement?
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Questlon 4: If you answered 'signiflcantly’ or ‘'moderately’ to the previous question, has this
your view represented a source of confuslon for:

Yes No Do not know
Providers of electronic communication
services, information society services and 9
data controllers in general
Citizens e
°

Competent Authorities

Questlon 4 A: Please speclfy your reply.

Text of 1 fo 1500 characters will be accepited
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In

ifferent interpretations of the rules (cookie messages, the

uwestions around assumed consent etc.) do mean websites

are playing by different rules — but overall, with so much of the web outside

w
n
"
m
5
-~

cf the EU and so not taking any acticen in thi
EU still not complying, it's not really member states' position that's

the confusion and more just a general lack of consistency of having any

and many sites withain the

causing
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—J‘U.JebgUlld Questlon 6: Is there an added value to have speclfic rules for the electronlc communlcations
sector on...?:

Yes No No opinion
Notification of personal data breaches e
Confidentiality of electronic communications .
Specific rules on traffic and location data e
Unsolicited marketing communications sent and S
received though the Internet
Itemised billing of invoices ‘ @
Presentation and restriction of calling and connected °
line
Automatic call forwarding : @
Directories of subscribers - ®

Questlon 6 A: Please speclfy your reply If needed.

Text of 1 lo 1500 characters will be accepled

It's very important tc have safeguards in place surrounding privacy online —

the problem i1s that "electronic communications” igs a vast subject. It's hard

enough to ¢reate 1-size-fits-all rules arcund websites and apps, without then

s1
grouping them in with mobile phones or even email.
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Questlon 9: There Is legal uncertalnty as to whether messages sent through soclal media are
covered by the opt-In provision applylng to emall (Art 13.1) or by opt-out provisions (Art 13.3).
Please Indicate whether you agree or not with the following statements.

No
Yes No 2
opinion
| find it more reasonable to apply to marketing messages é
sent through social media the same rules as for email (opt in)
I find it more reasonable to apply to marketing messages ®

sent through social media opt out rules (Art 13)
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Questlon 10: The protection of privacy and personal data in the electronic communications sector is
also aimed to increase users' trust in these services. To what extent have the natlonal provisions
Implementing the e-Privacy Directive contributed to ralsing users’ trust In the protectlon of thelr
data when using electronlc communlcatlon services and networks?

Significantly
Moderately
@ Little
Not at all

Do not know

Questlon 10 A: Please speclfy your reply If needed.

Text of 1 to 1500 characters will be accepled

We're not sure web users feel safer because of this policy... It's probably
T

s
Just highlighted issuegs that they weren't concerned about befere, and in some

cases accidentally highlighted non-issues. Cockie m

15

ssages are often

(8]
1
1
"
i
(8]

oked and not read.
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Questlon 11: To what extent did the e-Privacy Directlve create additional costs for businesses?

Significantly

Moderately
Little
Not at all

Do not know

Questlon 11 A: Please provide an estimation of the percentage of the total cost and/or any other
Informatlon.

Text of 7 fo 1500 characters will be accepled

costs for website owners to get a developer

whilst the costs were very small, they wer

a small business didn't want / need. Some small businesses only need to go to
their developer once or twice a year for minor updates so this did take up a
large percentage of their budget. Meanwhile it's become something extra web
developers need to consider on all new websites, without any added wvalue for
the client so isn't always something you feel you can cost into a project.
(Invariably, as soon as a cookie message / privacy policy is mentiocned a
client asks their web developer what it needs to say, have they got a sample
coockie policy they can copy etc. ete.).

ing forward, when the GDPR comes into force, more costs may be faced as

o
people need to provide more sophisticated online systems to allow users to
= £

1
-
view, edit, delete, export or even migrate their data. Shop software may also
eats around data

with thesge priva

The directive also talks about websites expl

involved with using it, which often isn't

meney in technical consultancy fees.
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Questlon 12: In your opinlon, are the costs of compllance with the e-Prlvacy Directlve
proportionate to the objectives pursued, In particular the confldentlallty of communication as a
measure to safeguard the fundamental right to privacy?

@ Yes
No
No opinion

Questlon 12 A: Please speclfy your reply If heeded.

Text of 1 to 1500 characters will be accepted

Adding a cockie message is & small price to pay for privacy... But we don't
feel that the cockie messages themselves really add to any increased

confidentiality or privacy.

Meanwhile telling someone all about the possible risks with a website is again
great in principle but a waste of money if no one reads them. Perhaps details
on the risks should be provided — in 1 central location — by the member state.

But this could then just result in a long generic document that again no one

.

Privacy does need to be taken extremely importantly by website owners as

8 4
they're - intentionally or otherwise — often in a positicen of holding a lot of
data. However a balance needs to be found for small websites compared to large
social networks. And any regulations need to be careful about penalising law

abiding website owners - with casts and effort - when potentially the websites

a
which do want to get their hands on private information are the ones which may

(&)

not abide to laws anyway.
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Questlon 13: Do you think that natlonal measures would have been/be needed If there were no
EU leglislation on e-Privacy for the electronic communication sector?

@ Yes
No
No opinion

Questlon 14: In your experience, to what extent has the e-Privacy Directlve proven to have a clear
EU added valueto achleve the following objectlves:

Strongly . Strongly Do not
Agree Disagree <
agree disagree know

Increasing confidentiality
of electronic o

communications in Europe

Harmonising
confidentiality of
electronic
communications in Europe

Ensuring free flow of
personal data and
equipment
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Questlon 15: Based on your experlence with the e-Privacy Directive and taking due account of
the content of the GDPR, what should be the prlorltles for any future legal Instrument covering
privacy and data protection Issues In the electronlc communlcatlons sector? Multiple answers
possible:

V] Widening the scope of its provisions to over-the-top service providers (OTTs)

Y] Amending the provisions on security

Y] Amending the provisions on confidentiality of communications and of the terminal equipment
¥] Amending the provisions on unsolicited communications

Y] Amending the provisions on governance (competent national authorities, cooperation, fines,
etc.)

] Others
"] None of the provisions are needed any longer

Questlon 17: Should the scope be broadened so that over-the-top service providers (so called
"OTTs") offer the same level of protection when they provide communlcatlons services such
as Volce over IP, Instant messaging, emalling over soclal networks).

9 Yes
In part
Do not know
' Not at all
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Questlon 18: If you answered "yes” or "In part” to the previous question, please speclfy which
e-Privacy princlples & obligations should apply to so called OTTs (multiple replies possible):

Strongly . Strongly Do not
Agree Disagree :
agree disagree know
Security obligations ®
Confidentiality of
communications (prior
consent to intercept ®
electronic
communications)
Traffic and location
data (prior consent to e
process)
Unsolicited marketing
communications (i.e.
should Article 13 -

apply to messages
sent via OTT
services?)
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Questlon 22: The practice of websites to deny access to those users who refuse to accept cookies (or
other technologies) have generated critics that citizens do not have a real choice. To what extent do
you agree to put forward the following measures to Improve this sltuation?

strongly 3 strongly do not
agree disagree )

agree disagree know
Information society services
should be required to make
available a paying service
(without behavioural
advertising), as an alternative
to the services paid by users’
personal information

Information service providers
should not have the right to
prevent access to their
non-subscription based
services in case users refuse
the storing of identifiers in
their terminal equipment (i.e.,
identifiers not necessary for
the functioning of the
service)
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Questlon 22 A: Please explain, If needed.

Text of 1 fo 1500 characters will be accepled

For some services, it would be a
which they may know that no one wo
service. Meanwhile a publishe

site to give the user experience t

important ways).

If this guestion relates to ad-blo

m
2

1
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[
o
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%

=
what powers the fre
d be concerned about freedom o
everyone relied on ad-blo
afford to run content web
should exist - but just a di
they s¢ wish, 2 website s

themselves 1f an individual doe

website by blocking ads.

ion "banner blindness"

i

s

web users aren't phased by ad
ee information. When a2 b
ssue, it's a bad User Ex

the website publisher so as to ret

ot of work to create a

o

ayment platform

uld uvse 1if it'

L5}

s relatively low wvalue
feel they need cockies in order for their

hey wish to (or add to their reporting in

ckers, allowing websites to display ads is
s independent publishers to survive. We

vidual has a right to use an ad-blocker i1£
e the right to keep their content to

t want to help with the funding of that

is a well heard term in our industry — a lot
and accept them as the means by which they
anner is intrusive or irritating it's not an
perience issue and should be addressed by

ain and grow thei

H
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¥
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P
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o]
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Questlon 23: As a consumer, do you want to be asked for your consent for the processing of
your personal data and other Information stored on your smart devices as regards the
following? Select the optlon for which you want to be asked for your consent (several options
possible):

V| Identifiers placed/collected by a third party information society service (not the one that you
are visiting) for online behavioural advertising purposes

"] Identifiers placed/collected by an information society service you are visiting — when their
purpose is website analytics, measuring number of website visitors, where visitors go within
the website, etc. ( e.g. "first party” cookies or equivalent technologies)

"] Identifiers placed/collected by an information society service you are visiting whose purpose is
to support user experience, such as language preference cookies[1]

[ Identifiers collected/placed by an information society service to detect fraud

[Z] 1dentifiers collected/placed by and information society service for frequency capping (number
of times a user sees a given ad)

"] Identifiers collected and immediately anonymised in a way that it is impossible to identify the
users’ device

Other

=3
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Question 23 A: Please explaln, If needed.

Text of 1 to 1500 characters will be accepled

3rd party cookies which gshare information feel very different. A Facebook
"like" button being on a page would mean 3rd party cookies — as long a
Facebock didn't track & wvisitor's presence on the site, but only recorded

g about their interaction with the butten, that would be fine as that

deliberate choice on the visitor's part. It's when a 3rd party -

acks a presence on a site &0 as to show advertisements

ards, or other sites it thinks someone might like
(effect:vely selling advertising to other companies based on data it's

out individual user's browsing habits) that privacy feels
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Whilst we don't believe that consent should be reguired for User Experience
dom wisely and avoid anything

rivacy.

wle which greet
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s m
ed out — feel over famil:iar.

o]

you by name on your return - when you're now log

Any regulations need to be clear around their stance on session cookies -
these may store their existence on browser/device so debatably £all into the
"cookie" category but are often reguired for a site to function.
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Questlon 24: It has been argued that requesting users' consent to the storage/access of information in
their devices, in particular tracking cookies, may disrupt Internet experience. To facllitate this process
and users’ abllity to consent, a hew e-Privacy Instrument should (several optlons possible):

VI

Vi

[
[

Require manufacturers of terminal equipment including operating systems and browsers to
place on the market products with privacy by default settings (e.g. third party cookies off by
default)

Adopt legislation, delegated acts for example, defining mechanisms for expressing user
preferences regarding whether they want to be tracked

Mandate European Standards Organisations to produce standards (e.g. Do Not Track; Do not
Store/Collect)

Introducing provisions prohibiting specific abusive behaviours, irrespective of user's consent
(e.g. unsolicited recording or filming by smart home devices)

Support self-co regulation
Others
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Questlon 24 A: Please explaln, If needed.

Text of 1 fo 1500 characters will be accepted

dangerous territory in case you inadvertentl
n

is
¥. S0 whilst we have ticked "Introducing p
u

egitimate activit rovisions
prohibiting specific abusive behavicurs, irrespective of user's consent"
please appreciate this 18 because of the end of that sentence — "(e.g.
to those

e
unsolicited recording or filming by smart home devices)" and refers
fically. We are also aware it's important to consider how

rovisions are next reviewed.
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e done by browsers although enforcing defaults should only

b c
be done 1£f a2 User 1s aware that defaults have been sget. (This i1s an area our
r d

ividuals need take

s
ly giving more thought to.) In to
eir browsing habits and so any software features

ed up to & user (perhaps periodically) so they can

a
review their decisions.

Websites could also tell Users 1f they're missing any added value features

which they may wish to turn on.
A tricky area is around analytics — if website publishers in the

E
able to analyse and understand their user's habits in the way publishers can
in the rest of the world then they could be at 2 severe disadvanta h

companies.
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Questlon 25: The e-Privacy Directive contains specific privacy protections for the processing of traffic
and location data in order to ensure confidentiality of the related communications. In particular, they
must be erased or made anonymous when they are no longer needed for the purpose of the
transmission of a communication or consent to users should be asked in order to use them for added
value services (e.g. route guidance, traffic information, weather forecasts and tourist information).
Under the existing exemptions, the processing of traffic data is still permitted for a limited time if
necessary e.g. for billing purposes. See background document for more details.

Do you conslder that the exemptlons to consent for processing trafflc and locatlon data should
be amended? You can choose more than one optlon. In partlcular, the exceptions:

V] should be broadened to include the use of such data for statistical purposes, with appropriate
safeguards

V] should be broadened to include the use of such data for public purposes (e.g. research, traffic
control, etc.), with appropriate safeguards

V] should allow the data to be used for other purposes only if the data is fully anonymised
[”] should not be broadened
[”] the provision on traffic and location data should be deleted
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Questlon 25 A: Please explaln, If needed.

Text of 1 to 1500 characters will be accepited

We're an information age and if we can learn from statistics and create other

s
useful services or information services thanks to gathered data then 1t feels

P

like a shame to waste this information. Publishers within the EU need to

0]
C

H
"

remain competitive against companies from outside who can learn from this

of data.

However, very often we don't need to know any specifics about 2 person to help
s

us with generic usage stats. It'

data 1s being retained it i1s done g0 oOn an opt—in basis, but i1f it can stil
be useful once it is completely anonymised then that could be of benefit. A
gquesticon here though i1s whether an IP address — or user agent — anything which

ermine an otherwise anonymous user from another

t
otherwige anonymous user (for unigue user tracking ete.) counts as "anonymous”
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f website publishers have no way of tying a persona to a

b S
ser agent/IP address, but to some ISP/specialist companies this data could be

www.thewebguild.org




